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Document 
Retention Basics
Best Practices for Accounting 
Professionals

The ‘Diaper Style’ of Document Management 

When it comes to complying with all the laws governing 
document retention, we encourage something our company likes 
to call the ‘Diaper Style’ of management—keep your rear end 
covered at all times! You must keep copies of records in order to 
protect yourself and your business. 

If you are unable to produce a document, or if files are not properly maintained and 
protected, your livelihood is at risk. It is important that you are familiar with document 
retention requirements and utilizing best practices for document management 

WhAt exActly is the lAW, And WhAt does it meAn 
for me?

IRC Section 6107(b) requires tax preparers to keep records for three years after the 
return period. Depending on when the record was filed, this can actually be closer to 
four years or even five years if there was any extension filed for the documents. 

To be safe, a good rule of thumb is to keep all files of each tax record for five 
years. Penalties under this code are $50 per incident not to exceed $25,000 per tax 
period. 6107(b) also requires tax preparers to keep records proving earned income 
credit for three years (which really equals four or five years, see the above caveat) 
with a penalty of $500 per incident with no total cap. Due to laws such as the Net 
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Operating Loss Carryback rule, which can require documentation from beyond five 
years ago, we recommend keeping a copy of each tax return forever.  However, 
all other accompanying documentation can be purged after the amount of time 
required by the law.

These records must be kept by preparers with no exceptions. If you retire, or if a client 
leaves you for another accounting firm, you must still keep these records for the designated 
number of years. In fact, even if you sell your practice to another accounting professional, 
YOU, not the purchasing accountant, are responsible to protect the records for the time 
period stated within the code. 

IRS Rev. Proc. 97-22 establishes that these records may be electronic and defines 
how the IRS will accept electronic documentation.  Electronic records ARE deemed 
to be records, and this law applies to ALL types of tax documents: payroll records, 
state, income, and corporate taxes, etc. This law is frequently quoted by governmental 
agencies such as the Department of Labor.  What this means for the accounting 
professional, basically, is that as long as your electronic documents are protected and 
printable, and that you can find them whenever asked for them, you are complying 
with the law.

Another law applicable to accounting professionals is the Electronic Signatures 
in Global and National Commerce Act, otherwise known as E-SIGN, which 
states that a document or signature shall not be denied standing simply because it is 
electronic. In other words, an e-signature is just as good as a signature on paper, with 
four important exceptions:
•	 A	Will	must	be	on	paper	to	be	adjudicated

•	 A	Testamentary	Trust	(a	trust	that	is	created	by	a	Will	when	someone	dies)

•	 An	Eviction	Notice	is	required	to	be	delivered	on	paper

•	 If	someone	specifically	asks	you	for	a	paper	version	of	a	document

Form 8878 and 8879 are declaration documents 
that are required by the IRS when an electronic return 
originator (ERO) e-files a tax return on behalf of an 
individual taxpayer. Form 8878 is used when the ERO files 
an extension request. Form 8879 is used when the ERO 
submits the final return. In March of 2014, the IRS issued 
new guidance regarding how signatures can be accepted 
for Forms 8878 and 8879. 

For more information, see:  
www.irs.gov/uac/Electronic-Signature-Guidance-for-Forms-
8878-and-8879
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 How to Choose  
a Good DMS

 Choose	a	document	
management	system	with	
built-in	workflows.	A	tax	
return	can	easily	be	saved	
and	backed	up	electronically	
forever,	while	accompany-
ing	documents	can	be	
automatically	purged	at	a	
certain	date.	

	 If	you’re	still	doing	the	‘paper	
purge’	every	November	after	
the	last	tax	deadline,	it’s	time	
to	rethink	your	strategy.	
Purging	paper	files	to	make	
room	for	the	next	six	months’	
worth	of	new	files	is	a	job	
nobody	likes	to	do.	It’s	also	a	
job	you	don’t	get	paid	for.

Right	Signature	allows	e-file	Signature	Authorization	for	Forms	8878	and	8879.	 
See	blog.rightsignature.com/2014/05/electronic-signatures-on-irs-form-8879.html 
for	step-by-step	information	about	the	process.

http://www.irs.gov/uac/Electronic-Signature-Guidance-for-Forms-8878-and-8879
http://www.irs.gov/uac/Electronic-Signature-Guidance-for-Forms-8878-and-8879
http://blog.rightsignature.com/2014/05/electronic-signatures-on-irs-form-8879.html
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WhAt ABout hiPAA And medicAl records? 

Why do HIPAA laws matter to accounting professionals? HIPAA doesn’t just apply to 
doctors and medical personnel. Legally, there is a much more expansive view of what 
HIPAA applies to today. CPAs are not a “Covered Entity” under HIPAA laws, but are 
most likely a “Business Associate.” See http://bit.ly/10pPciQ

If you do bookkeeping or taxes for any doctors or medical practices, you are affected 
by HIPAA laws.  Additionally, tax returns often include medical records and explanation 
of benefit (EOB) forms for people claiming medical deductions on their tax returns. 

When it comes to compliance standards, HIPAA is probably the minimum you 
should worry about for compliance.  This is the starting point for keeping your 
business compliant. If you are not using a HIPAA compliant software, you cannot put 
somebody’s information into the system!

WhAt is PersonAlly identifiABle informAtion? 

Personally Identifiable Information (PII) is any data that could potentially identify a 
specific individual. For accountants and CPAs, Personally Identifiable Information = 
Personal Liability.  Accounting professionals are held to a large number of laws that 
affect document and data management, including: 
•	 HIPAA	(Health	Insurance	Portability	and	Accountability	Act)	 

see www.hhs.gov/ocr/privacy/hipaa/understanding

•	 FERPA	(Family	Educational	Rights	and	Privacy	Act)	 
see www2.ed.gov/policy/gen/guid/fpco/ferpa

•	 Regulations	under	IRS	Code	Section	7216 
see www.irs.gov/uac/Section-7216-Frequently-Asked-Questions 

•	 Sarbanes-Oxley 
see www.soxlaw.com

•	 Federal	rules	of	civil	procedure	 
see www.uscourts.gov/uscourts/rules/civil-procedure.pdf

Different states have different laws. Because of the complexity of 
these laws, it is vitally important you select a DMS that is highly 
compliant and secure. 

Think using an encrypted flash drive is secure? Think again. 

Recently a national bank saved files containing pension 
information onto an encrypted flash drive, wrote the password 
down on a piece of paper, and sealed it in an envelope to send 
to another office. FedEx lost the envelope.  That flash drive cost the 
bank six figures.
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		“I	think	unencrypted	flash	

drives	with	confidential	

client	data	are	like	ticking	

time	bombs	for	firm	

liability	for	data	breeches.”

– Brian Tankersley, 
CPA, CITP 

Technology Editor for The 

CPA Practice Advisor Magazine 

Questionnaire
 o	Do	you	ever	send	client	files	as	email	

attachments?

 o	Do	you	use	Dropbox	to	store	information?

 o	Do	you	ever	backup	or	transfer	
information	using	a	flash	drive	or	CD?

 o	Do	you	ever	mail	flash	drives,	hard	copies,	
etc.	via	FedEx,	UPS,	or	U.S.	Mail?

If you answered yes to any of the above 
questions, you are risking your client’s 
information, which means you are risking 
your entire business.

http://bit.ly/10pPciQ
http://www.hhs.gov/ocr/privacy/hipaa/understanding/
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.irs.gov/uac/Section-7216-Frequently-Asked-Questions
http://www.soxlaw.com
http://www.uscourts.gov/uscourts/rules/civil-procedure.pdf
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The law firm of Winston & Strawn published another story that should keep 
accounting professionals up at night.  A CD containing confidential client information 
was stolen from an accountant’s personal car.  This accountant was ultimately held 
liable for $200,000 of damages, and the U.S. Court of Appeals ruled that his insurance 
company had no duty to defend or indemnify him.

These stories are not anomalies or even that unusual. There are hundreds and 
hundreds of similar stories. A six-figure restitution fine, not to mention the damage to 
credibility, can do permanent damage to a small- to medium-sized business.

WhAt is the grAmm-leAch-Bliley Act,  
And Why should i cAre? 

This law states that financial institutions (including accounting or tax firms) must 
safeguard “nonpublic personal information” to insure the security and confidentiality 
of customer records and information, and to protect against any anticipated threats, 
hazards, or unauthorized access. Disclosure must be made at the time of establishing a 
customer relationship and no less than once per year thereafter (see 15 USC 6803-
6804).  A template of such a disclosure is available at www.efilecabinet.com/glb .

Accounting professionals are no longer subject to this law. However, financial advisors 
are subject to this law and the severe penalties accompanying violations of this law, 
which include fines of up to $100,000 per violation and up to 10 years imprisonment. 
It is recommended that CPAs follow Generally Accepted Privacy Principles (GAPP). 
For more information, see http://bit.ly/1wuhZzu .

According to the AICPA, “Although CPA firms are no longer subject to the notice 
requirements of GLBA, the AICPA’s Generally Accepted Privacy Principles (GAPP) and 
good business practice recommends that the CPA publish their Privacy Statement. The 
privacy statement may use the standard statements required by GLBA.”

It is your job to insure the safety of the information.  Use a secure document 
management system to CAPTURE, MANAGE, and PROTECT your clients’ 
information.
•	 Insure	the	security	and	confidentiality	of	customer	records	(Capture)

•	 Protect	against	hazards,	threats,	integrity	(Manage)

•	 Protect	against	unauthorized	access	(Protect)
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 Dropbox Isn’t 
for Business 

 Dropbox	is	popular	
with	consumers	and	
perfect	for	personal	use.	
When	it	comes	to	the	
business	world,	however,	
Dropbox	should	not	
be	used	for	confidential	
data.	Because	Dropbox	
can	leave	your	
business	environment	
so	vulnerable,	it	
made	the	Bloomberg	
BusinessWeek’s	list	of	
top	banned	apps.	Make	
sure	your	employees	
aren’t	using	Dropbox	at	
work	by	providing	them	
with	a	secure,	business-
appropriate	document	
management	system.	

Case	Study

http://www.efilecabinet.com/glb/
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Protect your livelihood

How do you protect yourself and your business, and how do you get started? 

We are not lawyers, and you should consult your lawyer for legal advice. However, 
there are best practices to follow in document management. At eFileCabinet, we 
believe in the mantra “Only the paranoid survive.”  When it comes to protecting your 
livelihood, you can’t be too careful. Unfortunately, businesses often don’t take the 
time to implement proper document compliance measures. For a small business, one 
mistake can permanently shut them down.

Accounting professionals are busy, particularly during a certain time of the year. The 
best thing you can do to protect your business, your hard-earned profitability and 
growth, is to invest in software that manages document compliance for you.  You 
need to find a system you can trust, that is robust and has taken thorough security 
measures, one that does the thinking for you.

Alert!! There will now be a shameless plus for eFileCabinet. Because here’s the truth: 
You CANNOT do all of this in a paperless system! It’s impossible. You must use a 
system that DOES IT FOR YOU.  The advance in technology that has created the need 
for all of this compliance-regulation headache has also provided us with the solution, 
and you have to leverage the technology that makes you compliant!

Accounting professionals absolutely must be proactive and utilize a well-designed, 
secure DMS which complies with applicable laws and regulations. Make sure each 
of your firm’s employees is trained in the DMS and all data handling processes. And, 
incredibly important…have a business continuity plan in place.

WhAt Are the next stePs? 
To get started, simply visit us at www.efilecabinet.com/planahead .  Take our free online 
risk assessment and determine how prepared your business is.  You may also read 
more about the importance of having the right business continuity plan. Click to 
download our white paper : Protect Your Livelihood with a Business Continuity Plan
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		“	Only	the	paranoid	

survive.”	

– Andy Grove 
Founder, Intel

Contact Us: 
877-574-5505 
www.efilecabinet.com

2989	W.	Maple	Loop	Drive 
Suite	300 
Lehi,	UT	84043
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